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DETAILED ACTION 

This action is responsive to application 10/634934 filed on August 5, 2003. Claims 1-27 
are presented for examination. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1 and 8 are rejected under 35 U.S.C. 102(b) as being anticipated by Donohue 
(US 6199204 B1). 

Claim 1 

Donohue teaches a method of programming one or more electronic devices (see at 
least 10 FIG.3 & associated text) with device information (see at least 20 FIG. 3 & 
associated text; updater component, locations, network, required software resources 
col.3:50-col.4:15), the method comprising: installing device programming software onto 
a programming system (see at least 

230, 250 FIG.4A & associated text; 290-310 FIG.4B & associated text), wherein the 
installing comprises: verifying installation permissions (see at least 240, 260 FIG.4A & 
associated text; 360 FIG.4B & associated text); and installing programming software 
onto the programming system only if the installation permissions are verified (see at 
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least 240, 260 FIG.4A & associated text; 360 FIG.4B & associated text); refilling the 
programming system with programming permissions (see at least FIG. 3 & associated 
text; updater component, preset criteria, update criteria, authenticity, cryptographic 
algorithms col.5:1-50), wherein the refilling comprises: verifying refill permissions; and 
establishing predetermined programming permissions in the programming system only 
if the refill permissions are verified (see at least 240, 260 FIG.4A & associated text; 360 
FIG.4B & associated text; updater component, preset criteria, update criteria, 
authenticity, cryptographic algorithms col. 5: 1-50; updater component, installation 
scripts, INSTALLPATH col. 17:20-65); and programming electronic devices, wherein the 
programming comprises: determining if programming an electronic device is within the 
programming permissions of the programming system; detecting the presence of an 
electronic device to be programmed; and if programming an electronic device is within 
the programming permissions and an electronic device is present, using the 
programming software to program device information onto the electronic device (see at 
least updater component, upgrading, software products, update criteria col. 3:65- 
col.4:53; updater component, preset criteria, update criteria, authenticity, cryptographic 
algorithms col. 5:1-50; updater component, installation scripts, INSTALLPATH col. 17:20- 
65). 



Claim 8 

The rejection of base claim 1 is incorporated. Donohue further teaches upon 
programming the electronic device, updating the programming permissions in the 



Application/Control Number: 10/634,934 . Page 4 

Art Unit: 2192 

programming system (see at least updater component, preset criteria, update criteria, 
authenticity, cryptographic algorithms col . 5: 1 -50). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 2-7, 1 1 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Donohue in view of Dayan et al. (US 6892305 B1 , "Dayan"). 

Claim 2 

The rejection of base claim 1 is incorporated. Donohue further teaches wherein 
verifying installation permissions comprises: reading and electronically verifying 
installation security code (see at least updater component, secure holding area 
col. 17:20-65). Donohue does not expressly disclose reading installation card 
information from an installation security card and electronically verifying that the 
installation card information contains a predetermined installation security code. 
However, Dayan teaches a system and method for installing security features (see at 
least security features, upgraded, security card col. 1 : 34-60; public key, security feature 
element, installation, security card col.2:47 '-67) comprising reading security information 
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from a security card and electronically verifying that the security information contains 
predetermined security code (see at least 50-54 FIG.2 & associated text; security card, 
encryption keys col.1 :34-60). Donohue and Dayan are analogous art because they are 
directed to installing software. It would have been obvious to one of ordinary skill in the 
art at the time of the invention to incorporate the teaching of Dayan into that of Donohue 
for the inclusion of a verifying security code contained in security card. And the 
motivation for doing so would have been to facilitate secure system boot-up and protect 
sensitive data within the computer system from being comprised (see at least Dayan 
Abstract; col.1:10-col.2:16). 

Claim 3 

The rejection of base claim 1 is incorporated. Donohue (as modified by Dayan) further 
teaches wherein verifying refill permissions comprises: reading refill card information 
from a refill security card; electronically verifying that the refill card information contains 
a predetermined refill security code; entering a refill password into the programming 
system; and verifying in the programming system the refill password (see at least 240, 
260 FIG.4A & associated text; 360 FIG.4B & associated text; updater component, 
preset criteria, update criteria, authenticity, cryptographic algorithms col.5:1-50; updater 
component, installation scripts, INSTALLPA TH col. 17:20-65; updater installation userid, 
password col. 1 1 :20-50). 



Claim 4 
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The rejection of base claim 1 is incorporated. Claim recites limitations, which have 
been addressed in claim 3, therefore, is rejected for the same reasons as cited in claim 

3. 

Claim 5 

The rejection of base claim 4 is incorporated. Donohue further teaches wherein 
establishing predetermined programming permissions comprises supplying to the 
programming system refill information and determining from the refill information 
programming permissions (see at least updater component, upgrading, software 
products, update criteria col.3:65-col.4:53; updater component, preset criteria, update 
criteria, authenticity, cryptographic algorithms col. 5: 1 -50; updater component, 
installation scripts, INSTALLPATH col. 1 7:20-65). 

Claim 6 

The rejection of base claim 1 is incorporated. Dayan further teaches wherein 
establishing programming permissions in the programming system comprises 
encrypting the programming permissions (see at least encryption keys col. 1 : 35-60).. 

Claim 7 

The rejection of base claim 6 is incorporated. Claim recites limitations, which have 
been addressed in claim 3, therefore, is rejected for the same reasons as cited in claim 
3. 
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Claim 11 

The rejection of base claim 8 is incorporated. Dayan further teaches wherein: 
establishing predetermined programming permissions in the programming system 
comprises establishing a control portion of the programming permissions in two storage 
locations in the programming system; updating the programming permissions comprises 
updating the control portion of the programming permissions in both of the two storage 
locations; and determining if programming an electronic device is within the 
programming permissions comprises examining from the two storage locations the 
control portion of the programming permissions (see at least security feature element, 
public key, private key, portion of public key, nonvolatile memory, computer system, 
subsequent boot-up col.1:60-col.2:16; col. 3:1-10; col.4:60-col.5:10). 

Claim 12 

The rejection of base claim 1 1 is incorporated. Claim recites limitations, which have 
been addressed in claims 6 and 1 1 , therefore, js rejected for the same reasons as cited 
in claims 6 and 11. 

Claims 9-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Donohue 
in view of Larsson et al. (US 6226747 B1 , "Larsson"). 



Claim 9 
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The rejection of base claim 8 is incorporated. Donohue does not expressly disclose the 
programming permissions includes an authorized programming count; and determining 
if the programming is within the programming permissions includes determining if the 
programming system has already programmed a number of devices at least equal to 
the authorized programming count. However, Larsson teaches a method for installing 
software program (see at least Abstract) wherein: the programming permissions 
includes an authorized programming count; and determining if the programming is 
within the programming permissions includes determining if the programming system 
has already programmed a number of devices at least equal to the authorized (ie, 
maximum) programming count (ie, maximum number of devices) (see at least 210, 242, 
245, 250, 255 FIG. 2a & associated text). Donohue and Larsson are analogous art 
because they are directed to software installation. It would have been obvious to one of 
ordinary skill in the art at the time of the invention to incorporate the teaching of Larsson 
into that of Donohue for the inclusion of a programming (je, installation) count. And the 
motivation for doing so would have been to prevent software piracy in which authorized 
users of the software seek to exceed the limits (je, maximum number of computers) of 
their installation authorization (see at least Larsson limited use licenses col.1: 15-45). 

Claim 10 

The rejection of base claim 9 is incorporated. Larsson further teaches wherein updating 
the programming permissions comprises decrementing the authorized programming 
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count (see at least 245, 250 FIG.2a & associated text). 

Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Donohue in 
view of Ransom (US 7127328 B2). 

Claim 13 

The rejection of base claim 1 is incorporated. Donohue does not expressly disclose 
wherein storing permissions comprises storing at least a portion of the permissions in a 
computer registry file. However, Ransom teaches a system and method for securing 
electronic devices (see at least Energy Management, EM components, EM software 
col.3:13-col.5:8; encryption, EM systems col.6:52-col.7:12; FIG.2 & associated text) 
wherein storing permissions comprises storing (je, updating) at least a portion of the 
permissions in a computer registry file (see at least name registry, EM devices, 
certificate, PKI techniques, CSV files, RDF files col. 12:57-col. 13:42). It would have 
been obvious to one of ordinary skill in the art at the time of the invention to incorporate 
the teaching of Ransom into that of Donohue for the inclusion of registry file. And the 
motivation for doing so would have been to maintain a record of updates associated 
with multiple removable/replaceable electronic devices and enable notifications to be 
communicated to the network to entities needing to know about the updates (see at 
least Ransom col. 13: 1-43). 
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Claims 14, 18-20 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Donohue in view of Larsson further in view of Applicant's Admission of Prior Art 
(Specification, paragraph [0002], "AAPA"). 

Claim 14 

Donohue teaches a method of programming one or more electronic devices with device 
information, the method comprising: establishing programming permissions in a 
programming system, wherein establishing programming permissions comprises: 
verifying refill permissions; and establishing programming permissions in the 
programming system only if the refill permissions are verified; examining the 
programming permissions to determine if programming an electronic device is within the 
programming permissions; if programming an electronic device is within the 
programming permissions, programming an electronic device with device information 
relating to a printing apparatus; updating the programming permissions to reflect that 
the electronic device has been programmed (see above claim 1); Larsson teaches 
determining if the updated programming permissions are below a predetermined 
threshold (see above claim 9); and if the updated programming permissions are below 
the predetermined threshold, requesting a refill of the programming permissions (see 
claims 1 and 9). 

Donohue and Larsson do not expressly disclose said electronic devices as electronic 
printer security devices. However, AAPA teaches programming electronic printer 
security devices (see electronic tracking devices, replaceable modules, printing 
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apparatus paragraph [0002]). It would have been obvious to one of ordinary skill in the 
art at the time of the invention to incorporate the teaching of AAPA into that of Donohue 
and Larsson for the inclusion of electronic printer security devices. And the motivation 
for doing so would have been to avoid the insertion of improper replaceable module that 
might damage the printer or produce unacceptable output (see at least AAPA paragraph 
[0002]). 

Claims 18-19 

Claims recite limitations, which have been addressed in claims 9-10, therefore, are 
rejected for the same reasons as cited in claims 9-10. 

Claims 20, 25 

Claims recite limitations, which have been addressed in claims 2, 6, 9-10 and 14, 
therefore, are rejected for the same reasons as cited in claims 2, 6, 9-10 and 14. 

Claims 15-17 and 26-27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Donohue in view of Larsson, in view of AAPA further in view of Dayan. 

Claims 15-17, 26-27 

Claim 15 recites limitations addressed in claim 2. Claims 16 and 27 recite limitations 
addressed in claim 6. Claims 17 and 26 recite limitations addressed in claim 11. See 
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claims 2, 6 and 11. 
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Claims 21-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over Donohue 
in view of Larsson further in view Dayan. 

Claims 21-22, and 24 

Claims recite limitations, which have been addressed in claims 1 , 6 and 9-1 1 , therefore, 
are rejected for the same reasons as cited in claims 1 , 6 and 9-1 1 . 

Claim 23 

The rejection of base claim 21 is incorporated. Dayan further teaches wherein issuing 
an error message if the control portions in the first and second storage locations differ 
from one another (see at least FIG. 5 & associated text; test result, fail, user notified 
col.4:60-col.5:10). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Chrystine Pham whose telephone number is 571-272- 
3702. The examiner can normally be reached on Mon-Fri, 8:30am-5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Tuan Q. Dam can be reached on 571-272-3695. The fax phone number for 
the organization where this application or proceeding is assigned is 571 -273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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